
Ñåòåâûå òåõíîëîãèè
ECC (Elliptic Curve Cryptography) �

êðèïòîãðàôèÿ íà ýëëèïòè÷åñêèõ êðèâûõ 1

Ñîëîâüåâ À. Â.

ÏåòðÃÓ

(Rev. 2024 10 25)

1Ïî ìàòåðèàëàì Andrea Corbellini �Elliptic Curve Cryptography: a gentle

introduction� https://andrea.corbellini.name/2015/05/17/elliptic-curve-cryptography-a-
gentle-introduction/

Ñîëîâüåâ À. Â. (ÏåòðÃÓ) Ñåòåâûå òåõíîëîãèè (Rev. 2024 10 25) 1 / 13



ECC (Elliptic Curve Cryptography)

Ýëëèïòè÷åñêèå êðèâûå (ÝÊ)

y2 = x3 + ax + b

Êðèâûå ñ îñîáåííîñòÿìè: 4a3 + 27b2 = 0
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ECC (Elliptic Curve Cryptography)

Ìíîæåñòâî, ãðóïïà, ¾ñëîæåíèå¿

Ìíîæåñòâî: òî÷êè ÝÊ è áåñêîíå÷íî óäàë¼ííàÿ òî÷êà � O.

G :
{
(x , y) ∈ R2 | y2 = x3 + ax + b, 4a3 + 27b2 ̸= 0

}
∪ {O}

Ãðóïïîâàÿ îïåðàöèÿ (+):

Çàìûêàíèå: α ∈ G, β ∈ G ⇒ α+ β ∈ G.

Àññîöèàòèâíîñòü: (α+ β) + γ = α+ (β + γ).

Ñóùåñòâóåò íåéòðàëüíûé ýëåìåíò O: α+ O = O + α = α.

Ñóùåñòâóåò îáðàòíûé ýëåìåíò :
∀α ∈ G ∃β ∈ G : α+ β = O (β = −α).

Êîììóòàòèâíîñòü: α+ β = β + α.

⇒ àáåëåâà ãðóïïà
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ECC (Elliptic Curve Cryptography)

¾Ñëîæåíèå¿ òî÷åê ÝÊ

Îáðàòíûé ýëåìåíò òî÷êè P � ýòî òî÷êà, ñèììåòðè÷íàÿ åé

îòíîñèòåëüíî îñè OX.

Ñóììà òð¼õ òî÷åê ÝÊ, ëåæàùèõ íà îäíîé ïðÿìîé, ðàâíà íåéòðàëüíîìó

ýëåìåíòó : P + Q + R = O.
Òàêèì îáðàçîì, P + Q = −R : À åñëè P = Q?
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ECC (Elliptic Curve Cryptography)

Ñêàëÿðíîå ¾óìíîæåíèå¿

P + P = 2P = R ′
Ñêàëÿðíîå óìíîæåíèå (n ∈ N):

R = nP = P + P + ...+ P (n ðàç)

Äëÿ ðåàëèçàöèè ìîæíî èñïîëüçîâàòü
àëãîðèòì óäâîåíèÿ-ñëîæåíèÿ.
Íàïðèìåð, n = 37:

37P = 32P + 4P + P

Îáðàòíàÿ çàäà÷à: ïðè èçâåñòíûõ P è
R íàéòè n � ¾ëîãàðèôìèðîâàíèå¿.
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ECC (Elliptic Curve Cryptography)

ÝÊ íàä êîíå÷íûìè ïîëÿìè

{
(x , y) ∈ (Fp)

2 | y2 = x3 + ax + b (mod p) , 4a3 + 27b2 ̸= 0 (mod p)
}

∪ {O}

p � äîëæíî áûòü ïðîñòûì!

Ñèììåòðèÿ îòíîñèòåëüíî y = p/2
Ïîðÿäîê ãðóïïû N = êîëè÷åñòâî òî÷åê (àëãîðèòì Øóôà).
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ECC (Elliptic Curve Cryptography)

¾Ñëîæåíèå¿ òî÷åê

P + Q + R = O, ãäå P, Q, R � òî÷êè îäíîé ¾ïðÿìîé¿.

¾Ïðÿìàÿ¿ íà Fp � ýòî αx + βy + γ ≡ 0 (mod p).
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ECC (Elliptic Curve Cryptography)

Ñêàëÿðíîå ¾óìíîæåíèå¿, ïðèìåð 1

Ìíîæåñòâî êðàòíûõ P çíà÷åíèé � ýòî öèêëè÷åñêàÿ ïîäãðóïïà ãðóïïû,
îáðàçîâàííîé ÝÊ.

Äëÿ òî÷êè P = (3; 6):
0P = O
1P = (3; 6)
2P = (80; 10)
3P = (80; 87)
4P = (3; 91)
5P = O
6P = (3; 6)
7P = (80; 10)
8P = (80; 87)
9P = (3; 91)
...

P íàçûâàåòñÿ ãåíåðàòîðîì, èëè áàçîâîé òî÷êîé öèêëè÷åñêîé ïîäãðóïïû.
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ECC (Elliptic Curve Cryptography)

Ñêàëÿðíîå ¾óìíîæåíèå¿, ïðèìåð 2

Äëÿ òî÷êè P = (44; 20):
0P = O
1P = (44; 20)
2P = (3; 91)
3P = (59; 32)
4P = (80; 87)
5P = (68; 0)
6P = (80; 10)
7P = (59; 65)
8P = (3; 6)
9P = (44, 77)
10P = O
...

Ïîðÿäîê ïîäãðóïïû n ðàâåí îäíîìó èç äåëèòåëåé ïîðÿäêà èñõîäíîé ãðóïïû N.
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ECC (Elliptic Curve Cryptography)

Âûáîð áàçîâîé òî÷êè

∀P : NP = O, N = nh, n(hP) = O

Òðåáóåòñÿ ïîäãðóïïà ñ âûñîêèì ïîðÿäêîì n.

1 Âû÷èñëÿåòñÿ ïîðÿäîê ÝÊ N (àëãîðèòì Øóôà).

2 Âûáèðàåòñÿ ïîðÿäîê ïîäãðóïïû n (ïðîñòîå, äåëèòåëü N).

3 Âû÷èñëÿåòñÿ êîôàêòîð ïîäãðóïïû h = N/n.

4 Âûáèðàåòñÿ ñëó÷àéíàÿ òî÷êà P.

5 Âû÷èñëÿåòñÿ G = hP. Åñëè G = O, òî goto 4. Èíà÷å G � ãåíåðàòîð
ãðóïïû ñ ïîðÿäêîì n.
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ECC (Elliptic Curve Cryptography)

Êðèïòîãðàôèÿ íà ÝÊ

Ïóáëè÷íûå ïàðàìåòðû àëãîðèòìà: a, b, p,G , n, h.
Çàêðûòûé êëþ÷: ñëó÷àéíîå d èç äèàïàçîíà [1, ..., n − 1].
Îòêðûòûé êëþ÷: òî÷êà H = dG .

Ïðèìåð Ä-Õ íà ÝÊ (ECDH):

Àë¼íà: dA, HA = dAG

Àë¼íà → Âàñÿ: HA

Âàñÿ: dB , HB = dBG , S = dBHA

Âàñÿ → Àë¼íà: HB

Àë¼íà: S = dAHB

S = dBHA = dBdAG , S = dAHB = dAdBG
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ECC (Elliptic Curve Cryptography)

Ïðèìåð êðèâîé � Curve25519

y2 = x3 + 486662x2 + x

p = 2255 − 19

G = (9; ...)

n = 2252 + 27742317777372353535851937790883648493, h = 8
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ECC (Elliptic Curve Cryptography)

Óðîâåíü êðèïòîñòîéêîñòè

Êðèïòîñòîñòîéêîñòü n áèò îçíà÷àåò, ÷òî íàäî âûïîëíèòü 2n îïåðàöèé,

÷òîáû ñëîìàòü çàùèòó.

Ñîïîñòàâëåíèå ðàçìåðîâ êëþ÷åé äëÿ îäèíàêîâîãî óðîâíÿ çàùèòû:
Êðèïòîñòîéêîñòü Ñèììåòðè÷íûé RSA/DH ECC

80 2TDES 1024 160

112 3TDES 2048 224

128 AES-128 3072 256

192 AES-192 7680 384

256 AES-256 15360 512

Êðèòèêà: âûáîð ïàðàìåòðîâ. ¾Â ðóêàâàõ íè÷åãî íåò¿

(Nothing-up-my-sleeve).

Ïðèìåðû: MD5, Blow�sh, RC5.

Êîíòð-ïðèìåðû: DES, Ñòðèáîã, Dual_EC_DRBG, ÝÊ îò NIST.

RSA íå òðåáóåò âûáîðà ïàðàìåòðîâ.
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